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Abstract—The EU’s Cyber Resilience Act (CRA) establishes
mandatory cybersecurity requirements for products with digi-
tal elements, effectively acting as a security standard for the
consumer Internet of Things (IoT). While standardization aims
to reduce systemic vulnerabilities, security and privacy flaws in
standardized requirements can be inherited at scale by widely de-
ployed IoT products. In this paper, we analyze the CRA through
the lens of standardized IoT security. We discuss implications
for IoT standards and governance, stressing measurable security
properties, automated evaluation, and supply-chain considera-
tions. We argue that standardized IoT security cannot be treated
as a purely procedural or compliance-driven exercise: regulatory
ambiguity, limitations in conformity assessment scalability and
harmonization, and gaps between formal compliance and real-
world security outcomes risk turning standardization into a
mechanism for scaling insecurity rather than mitigating it.
Addressing these challenges requires sustained multidisciplinary
research at the intersection of IoT standardization, security
engineering, and governance, including systematic risk modeling
approaches and the development of edge-centric threat models
for local IoT environments.

I. INTRODUCTION

The Internet of Things (IoT) has transitioned from a niche
technological domain into a foundational layer of modern
digital infrastructure. Consumer IoT products, ranging from
smart speakers and home security cameras to wearables and
energy management systems, are now deeply embedded in
domestic, commercial, and industrial environments [1], [2].
These devices increasingly mediate safety-critical functions,
personal data flows, and autonomous decision-making, mak-
ing their security and privacy properties matters of societal
concern rather than purely technical design choices.

Despite this growing importance, IoT security remains frag-
mented and inconsistent. Devices often rely on proprietary
protocols, vendor-specific update mechanisms, and opaque
software supply chains. Security practices vary widely, even
among products offering similar functionality. Empirical stud-
ies repeatedly demonstrate systemic weaknesses, including in-

secure local network protocols, insufficient authentication, ex-
cessive data collection, and unreliable update mechanisms [3]–
[5]. These vulnerabilities do not merely affect individual
devices; they propagate across networks and ecosystems, en-
abling large-scale exploitation and cascading failures [6], [7].

To address these challenges, the IoT industry and regulators
have increasingly turned to standardization. Initiatives such as
the Matter protocol [8] aim to unify device communication
and management across vendors. Regulatory efforts, including
the EU Cyber Resilience Act (CRA) [9] and the U.S. FCC
IoT Cybersecurity Labeling Program [10], seek to establish
baseline security requirements and transparency obligations for
connected products [11], [12]. Supply-chain mechanisms such
as Software Bills of Materials (SBOMs) [13] are promoted to
improve visibility into software dependencies and vulnerabil-
ities.

However, standardization is a double-edged sword. While
it can reduce fragmentation and improve interoperability, any
security or privacy weaknesses embedded in standards, or in
their reference implementation, can be replicated at massive
scale [14], [15]. The security of standardized IoT ecosystems
therefore depends not only on the intent of regulations or
standards, but on their design, interpretation, implementation,
and enforcement.

In this paper, rather than treating the CRA purely as a legal
instrument, we examine it as a socio-technical mechanism
that translates security principles into technical requirements,
conformity assessment procedures, and lifecycle obligations.

This paper makes three contributions:

• We provide a security and privacy-focused analysis of the
EU CRA as a standardized IoT governance framework,
grounded in empirical IoT security research.

• We identify key tensions between risk-based regulation,
heterogeneous IoT implementations, and the practical
limits of standard-driven conformity assessment.

• We derive implications for the design of future IoT stan-
dards and governance frameworks, highlighting the need
for measurable security properties, automation-friendly
assessment, and supply-chain-aware governance.
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II. SECURITY & PRIVACY CHALLENGES IN
CONTEMPORARY IOT ECOSYSTEMS

A. Embeddedness & the Breakdown of Traditional Security
Models

IoT devices differ fundamentally from traditional computing
systems such as personal computers or smartphones. They are
often embedded within trusted environments, homes, offices,
hospitals, and industrial facilities, where they operate contin-
uously and autonomously. Many IoT devices lack meaningful
user interfaces, limiting the ability of users, even if these are
sophisticated, to inspect device behavior, configure security
settings, or detect anomalous activity [16], [17].

Traditional security models assume a relatively clear bound-
ary between trusted internal systems and untrusted external
attackers. This perimeter-based assumption is increasingly
invalid in IoT deployments. A compromised IoT device can
act as an internal adversary, enabling lateral movement within
a local network, replay attacks against other devices, and long-
term surveillance of user behavior. These risks are particularly
pronounced in consumer environments where devices are often
deployed in poorly managed networks without professional
security management and oversight.

Standardization efforts that prioritize interoperability and
ease of deployment, while essential for usability, risk rein-
forcing this embeddedness without adequately addressing its
security implications. As devices become simpler to integrate
and manage, they also become easier to deploy at scale.
This expanding deployment magnifies the impact of shared
vulnerabilities, potentially even increasing (systemic) risks
associated with technology monocultures.

B. Empirical Evidence of Systemic IoT Vulnerabilities

A substantial body of empirical research highlights re-
curring security and privacy failures across consumer IoT
devices [18]. Large-scale black-box assessments have demon-
strated that many devices accept insecure Transport Layer
Security (TLS) configurations, rely on default or hardcoded
credentials, and fail to properly authenticate cloud services
or companion applications [4]. These weaknesses expose de-
vices to man-in-the-middle attacks, unauthorized access, and
firmware extraction.

Local network security remains a particularly under-
addressed area. Studies of IoT devices supporting local con-
nectivity have shown that a large fraction are vulnerable to
replay attacks, allowing adversaries on the same network to
trigger device actions without authentication [19]. Such attacks
are increasingly plausible as the number of interconnected
devices grows and as compromised devices are leveraged as
internal attackers.

Privacy risks are equally pervasive. Traffic analysis studies
reveal that many IoT devices communicate with multiple
third-party servers unrelated to their core functionality, often
transmitting data in plain text or using weak encryption [20].
Smart speakers and smart televisions have been shown to
collect and transmit sensitive audio or viewing data, sometimes

even when users attempt to opt out of explicit data collection.
These behaviors are rarely transparent to users and are difficult
to control without advanced technical expertise [21], [22].

Crucially, these vulnerabilities are not isolated anomalies.
They reflect systemic design patterns that are frequently shared
across vendors and product families. As such, they represent
precisely the types of issues that standardization initiatives aim
to address, but also risk perpetuating if not properly designed.

C. AI-Enhanced IoT & the Expansion of the Threat Surface

The integration of artificial intelligence (AI), particularly
machine learning and large language models, into IoT devices
further expands the security and privacy threat landscape [23],
[24]. Voice assistants, smart cameras, and wearables increas-
ingly rely on cloud-based inference engines that process
continuous streams of contextual data. These systems can
infer sensitive attributes such as age, interests, routines, and
socioeconomic status from seemingly benign interactions.

Recent research on AI-powered assistants demonstrates
extensive tracking, profiling, and personalization behaviors,
often without meaningful user awareness or consent. When
such capabilities are embedded in physical IoT devices, the
risks escalate [25], [26]. Misactivations that once resulted in
accidental audio recordings can now trigger sophisticated in-
ference pipelines capable of interpreting and storing contextual
information over long periods [27].

Standardized IoT platforms exacerbate these risks by en-
abling consistent data flows and shared interfaces across
devices and vendors. While this consistency improves in-
teroperability, it also facilitates large-scale aggregation and
inference. Existing regulatory models, which often focus on
data protection and consent at a transactional level, struggle
to capture these emergent, increasingly systemic risks.

III. STANDARDIZATION AS A MECHANISM FOR IOT
SECURITY GOVERNANCE

A. The Role of Standards in Shaping IoT Ecosystems

Standards play a central role in shaping IoT ecosys-
tems [28], [29]. Network protocol standards define how de-
vices communicate and authenticate, while governance and
security standards specify baseline protections and determine
how compliance is assessed and signaled to the market. Col-
lectively, these standards influence not only technical product
and process design choices but also market and industry value
chain structures, innovation trajectories, and user trust.

Well-designed standards can reduce fragmentation, improve
interoperability, and raise baseline security levels. Conversely,
poorly specified standards can lock in insecure practices
and propagate vulnerabilities across ecosystems. The security
implications of standardization are therefore inseparable from
broader questions of governance, enforcement, and account-
ability.

B. Industry-Led Standardization: Opportunities & Risks

Industry-led initiatives such as Matter [8] exemplify the
promise and peril of standardization. Matter aims to unify
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smart home ecosystems by providing a common application
layer for device discovery, commissioning, and communica-
tion. By reducing reliance on proprietary protocols, Matter
seeks to simplify development and improve user experience

However, the security of such platforms depends on com-
plex mechanisms, including certificate management, key dis-
tribution, and reference implementations. Any weaknesses in
these components, whether due to design flaws, implemen-
tation bugs, or misconfigurations, risk being inherited by all
compliant devices. Moreover, the complexity of standardized
security mechanisms can obscure risks for smaller manufac-
turers, increasing the likelihood of incorrect or incomplete
implementations.

C. Regulatory Standardization & the Emergence of Baseline
Security Requirements

Regulatory approaches to standardization seek to address
market failures (e.g., due to asymmetric information and
externality problems) and their consequences by mandating
baseline security requirements. Rather than prescribing spe-
cific technical solutions, such frameworks typically define
essential requirements that must be met by products placed on
the market. Compliance is demonstrated through conformity
assessment procedures that often rely on harmonized standards
or certification schemes.

The EU CRA represents one of the most comprehensive
regulatory attempts to govern IoT security through standard-
ization. By introducing horizontal cybersecurity requirements
for products with digital elements, the CRA seeks to system-
atically address both technical vulnerabilities and information
asymmetries that affect users and regulators.

IV. THE EU CYBER RESILIENCE ACT: SCOPE & CORE
MECHANISMS

The CRA applies to a broad range of hardware and software
products with digital elements placed on the EU market [30].
Its primary objective is to raise baseline cybersecurity levels
by addressing widespread vulnerabilities, insufficient update
practices, and limited awareness and understanding by users.
The Act recognizes that insecure products can act as vectors
for systemic risks affecting consumers, businesses, and overall
security levels within the digital single market [31].

At the core of the CRA are essential cybersecurity re-
quirements that apply throughout the product lifecycle. These
include obligations related to security-by-design and secure-
by-default configuration principles, vulnerability handling, in-
cident reporting, and the provision of security updates during
a defined support period [32].

Manufacturers are required to conduct and document cy-
bersecurity risk assessments for their products and document
their compliance with the CRA’s essential cybersecurity re-
quirements. These assessments and documentations must be
updated as necessary to reflect evolving threats and vulner-
abilities. The Act further requires manufacturers to maintain
detailed documentation of software components and depen-
dencies, promoting transparency and supporting effective vul-
nerability management across complex supply chains.

A key element of the CRA is a multi-tiered conformity
assessment framework. Based on a product risk classification,
products deemed to pose lower cybersecurity risks may be
subject to self-assessment, while higher-risk products require
more stringent third-party evaluation or certification. Compli-
ance is signaled through CE marking, providing a standardized
indicator of conformity.

In principle, the proportionality of the conformity assess-
ment framework is risk-based, seeking to align the regulatory
burden with potential harm. In practice, however, conducting
appropriate product-related risk assessments and determining
risk classifications might be challenging, particularly in het-
erogeneous and dynamic IoT environments.

V. SECURITY & PRIVACY IMPLICATIONS OF CRA-DRIVEN
STANDARDIZATION

A. Specification Gaps & the Challenge of Measurable Security

A central tension in the CRA lies in its reliance on high-
level requirements rather than prescriptive technical controls.
The CRA recognizes that diverse and dynamic technologi-
cal contexts require flexibility. However, the CRA relies on
broadly defined requirements at several levels (e.g., regarding
specific essential cybersecurity requirements and technical
controls, and risk assessment approaches), which can introduce
uncertainty in interpretation and implementation.

Without standardized metrics and testable criteria [33],
[34], consistent and harmonized conformity assessments and
effective enforcement can hardly be expected; assessments
may risk devolving into formalistic compliance exercises. The
presence of an SBOM, for example, does not guarantee that
vulnerabilities are actively managed or that dependencies are
kept up to date. Effective security governance requires not only
transparency but also actionable processes and measurable
outcomes.

B. Scalability of Conformity Assessment Infrastructure & the
Risk of Regulatory Arbitrage

The CRA’s effectiveness hinges on the capacity of confor-
mity assessment bodies (CABs) to evaluate diverse IoT prod-
ucts, though most will rely on manufacturers’ self-assessment
rather than external audits. Scaling, selecting, and monitoring
CABs pose significant challenges. Differences in expertise
and rigor across CABs may result in non-harmonized eval-
uation and certification processes, creating risks of regulatory
fragmentation, strategic venue shopping and regulatory arbi-
trage, and potentially in an erosion of trust in certification
outcomes [30]. These challenges are amplified by the rapid
pace of IoT innovation and the diversity of products covered
by the Act. Ensuring consistent and meaningful assessments
across relevant entities, member states, and product categories
remains an open problem.

C. Disproportionate Impacts on Small Manufacturers

While large manufacturers may navigate regulatory uncer-
tainty and absorb compliance costs through dedicated secu-
rity and legal teams, smaller manufacturers/vendors may be
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disproportionately challenged. Although the CRA recognizes
this, conducting risk assessments, maintaining documentation,
translating requirements into product and process design, and
navigating certification processes can impose significant bur-
dens, potentially discouraging innovation or market entry [30].
If not carefully calibrated, standardized security requirements
can have unintended consequences, such as elevated risks
of reinforcing market concentration, reducing diversity, and
inadvertently weakening ecosystem resilience.

VI. LESSONS FOR SECURE STANDARDIZED IOT DESIGN

The Need for Automation-Friendly Security Standards: Given
the scale and complexity of IoT ecosystems, manual as-
sessment and enforcement are insufficient. Security standards
and regulatory frameworks must support automation, includ-
ing continuous monitoring, automated testing, and machine-
readable compliance artifacts [35].
Supply-Chain Transparency Beyond Formal Compliance:
SBOMs represent an important step toward supply-chain
transparency, but they are not a panacea. Their effectiveness
depends on integration into active vulnerability management
workflows and on reliable information sharing across stake-
holders [36].
Addressing Local Network & Internal Threat Models: Many
standardized IoT security frameworks focus primarily on
cloud communication, neglecting local network threats such
as replay attacks and lateral movement. Future standards must
explicitly address these internal threat models.
Governing AI-Driven Inference in IoT Systems: AI-enabled
inference fundamentally alters IoT risk profiles. Standardized
governance mechanisms must move beyond traditional data
protection models to address behavioral inference, autonomy,
and long-term profiling risks.

VII. MEASUREMENT, VERIFICATION, & THE LIMITS OF
STANDARDIZED ASSURANCE

One of the most critical and underexplored challenges in
standardized IoT security governance is the lack of robust,
scalable, and repeatable mechanisms for measuring security
and privacy properties in real-world deployments. While the
CRA emphasizes risk assessment, conformity assessment, and
lifecycle obligations, it remains largely silent on how security
should be empirically verified beyond high-level documenta-
tion and procedural compliance.

Security standards frequently rely on abstract requirements
such as “appropriate” protection or security levels, “take mea-
sures”, “effective” vulnerability handling, or “state of the art”
mechanisms or security practices. While these formulations
provide flexibility, they are hard to operationalise and do not
translate naturally into measurable properties.

IoT security research repeatedly shows that devices can
comply with high-level requirements while remaining vulner-
able to practical attacks [37]. For example, a device may
implement encrypted communication, yet accept self-signed
certificates or fail to authenticate peers correctly [4]. Simi-
larly, a manufacturer may provide a vulnerability disclosure

policy and SBOM, while failing to issue timely updates or
meaningfully reduce exposure in deployed systems.

This gap is particularly problematic in ecosystems where
conformity signals such as CE marking or cybersecurity labels
may be interpreted by users and integrators as indicators of
substantive security guarantees. Without measurement-based
assurance, such signals risk creating a false sense of security.

VIII. INTERNATIONAL FRAGMENTATION & THE RISK OF
DIVERGENT IOT SECURITY REGIMES

IoT ecosystems are inherently global. Devices designed in
one jurisdiction are manufactured in another and deployed
worldwide. As a result, beyond intra-EU harmonization chal-
lenges posed by the CRA, fragmented security governance
risks imposing inconsistent requirements, increasing compli-
ance complexity, and potentially weakening security outcomes.

A. The CRA in a Global Context

The CRA is among the most ambitious regulatory efforts
to date in governing product-level IoT security. However, it
operates within an evolving global landscape that includes,
inter alia: (i) The U.S. FCC IoT Cybersecurity Labeling
Program; (ii) NIST IoT security baselines, (iii) Japan Cyber
STAR (JC-STAR); (iv) sector-specific regulations in sectors
like healthcare or automotive, (v) regulation focused on critical
infrastructure, and (vi) other relevant legislation in the EU and
beyond.

While these initiatives share overlapping goals, they differ in
scope, terminology, assurance mechanisms, and enforcement
models. For manufacturers operating globally, this regulatory
fabric might create incentives to focus on minimum compli-
ance rather than best-in-class security.

B. Toward International Alignment & Mutual Recognition

From a security perspective, greater alignment between IoT
security standards and labeling schemes is desirable. This does
not necessarily imply uniform regulation, but needs to be
predicated on: (i) Common terminology for security properties
and risk categories; (ii) interoperable SBOM formats and vul-
nerability identifiers; (iii) mutual recognition of certification
outcomes where appropriate; (iv) shared threat intelligence and
coordinated disclosure mechanisms; (v) research and policy
efforts that explore how standardized IoT security governance
can scale across borders.

IX. CONCLUSION & FUTURE RESEARCH DIRECTIONS

Standardized IoT security cannot be treated as a purely
procedural or compliance-driven exercise. Regulatory ambi-
guity, limitations in conformity assessment scalability and
harmonization, and gaps between formal compliance and real-
world security outcomes risk turning standardization into a
vehicle for scaling insecurity rather than mitigating it. Rec-
ognizing and addressing these challenges requires sustained
(multidisciplinary) research efforts at the intersection of IoT
standardization, security engineering, and governance.

A first critical research direction concerns the transition
from qualitative risk assessment toward more systematic,
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model-driven risk modeling approaches. Current regulatory
frameworks largely rely on manufacturer-led assessments that
struggle to account for deployment scale, network embedded-
ness, and dynamic ecosystem interactions. Future work should
develop risk models that explicitly incorporate deployment
context, lateral attack potential within local networks, depen-
dency graphs derived from SBOMs, and interactions between
device-level vulnerabilities and ecosystem-level impacts and
risks.

Second, there is a pressing need to reorient IoT secu-
rity standards toward local and edge-centric threat models.
Many existing guidelines implicitly prioritize cloud commu-
nication and backend security, underestimating risks aris-
ing from device-to-device interactions and lateral movement
within trusted environments. As edge computing and local
AI inference become more prevalent, research should focus
on developing standardized threat models for local IoT en-
vironments, defining security baselines for device-to-device
communication. Taken together, these challenges define a
critical research agenda for the IoT security community.
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