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Abstract—Mobile apps may collect, share, and analyze data
from users. Although users can choose to decline apps’ data
collection behaviors through mobile permission systems or in-
app settings, it is challenging and time-consuming for users
to manually discover and correctly configure all the privacy
settings for apps on their mobile phones. This issue also occurs in
IoT apps, where users need to configure each device separately.
Although they can manage some settings with platform apps (like
Apple Home), many IoT devices expose device-specific settings
within a device-specific app. In this position paper, we propose
the PRIVACYPROFILE, a framework that allows users to easily
set their global privacy preferences and apply them to apps
automatically. Users can indicate whether each of their privacy-
related information can be collected, shared, and analyzed in
their profile. Compatible apps then read the privacy profile and
automatically configure their settings for users, e.g., enabling
data collection behaviors or disabling data sharing. This design
enables users to easily configure their privacy preferences once,
rather than having to manually open each app and locate the
corresponding privacy settings.

I. INTRODUCTION

Mobile applications (apps), e.g., Android and iOS apps,
provide convenience for people’s daily lives. Meanwhile, these
apps also collect various types of personal data from users
for app functionalities, such as name, email, and location.
Additionally, some apps may need to share user data with third
parties, track users’ behavior, or provide personalized adver-
tisements. Users can manage such privacy-related behaviors
through system-level permissions or in-app settings. Apps can
request different permissions from mobile systems, some of
which are relevant to user privacy, such as user location or con-
tacts. Apps may also ask users to provide personal information
in app settings, where users can input their information, e.g.,
name and email. Typically, these apps provide users with the
option to enable or disable data collection, sharing, tracking,
and analytics.

However, manually discovering and correctly configuring
these settings in different apps remains a significant challenge

for users. Prior work [13] shows that one-third of apps place
their privacy options at a deep or “hidden” location, making
it difficult for users to find and configure privacy-related
settings. Other work shows that on average, each user has
over 80 apps installed on their phone [4]. Therefore, users
need to manually open and click multiple times in each app
to configure privacy settings, which can be time-consuming.
This issue also occurs in IoT apps, particularly when users
frequently interact with IoT devices in their homes nowadays.
Since each IoT device may collect different types of data from
users, users need to configure each device separately. Although
users can manage some settings with platform apps, e.g.,
Amazon Alexa, Google Home, and Apple Home, many IoT
devices can only be set up and configured within the device-
specific app. Therefore, users still need to review and configure
privacy settings for IoT devices in different apps. As a result,
users must spend significant time adjusting privacy settings,
often without knowing all available settings or where to locate
them. Overall, the lack of transparent and user-friendly privacy
controls creates a significant burden for users and increases the
risk of unintended data exposure.

In this work, we propose a framework named PRIVACYPRO-
FILE to enable ubiquitous and automated configurations of
user privacy preferences. Each user can set up a unique
privacy profile on their mobile phone that includes all privacy-
related configurations, such as whether specific data can be
collected, shared, and analyzed. After that, all the compatible
apps can read this privacy profile and understand the user’s
privacy preferences. Then, apps can automatically configure
their privacy settings for the user, saving the user’s time. Our
work does not aim to replace the existing mobile permission
system or platform-level privacy protections. We position PRI-
VACYPROFILE as a complementary and user-driven framework
that allows users to specify high-level privacy preferences once
and apply them consistently across apps.

II. BACKGROUND

Privacy regulations such as the GDPR [2] and CCPA [1]
emphasize users’ rights to control how their personal data
is collected and used. In practice, mobile platforms provide
such user control primarily through system permissions (Sec-
tion II-A) and in-app settings (Section II-B).
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A. Mobile Permission System

Current mobile systems, such as Android and iOS systems,
provide a permissions system for users to control certain types
of data (e.g., Contact, Camera and Location) [6]. In Android
and iOS systems, users can manage application permissions
through system settings, typically via Settings → Apps →
[App Name] → Permissions. Permissions are organized by
type within one app, allowing users to view and control each
permission type. Most permissions are presented as binary
toggles (grant or revoke access). These controls operate at
the application level, requiring users to configure permissions
separately for each installed app.

Despite both Android and iOS offering system settings
that make permission management more accessible to users,
these two permission systems remain limited. First, the current
permission system primarily focuses on controlling whether
an application can access a certain type of data, rather than
how the data will be used after access is granted. Once a
permission is granted, users have limited visibility into or
control over subsequent data practices, such as whether the
collected data is stored, shared with third parties, or used for
purposes beyond the app’s core functionality. Second, users
are required to manually manage permissions on a per-app
basis, making it difficult to enforce consistent data preferences
across multiple applications. This design further highlights the
absence of a global setting that allows users to express unified
permissions management across apps.

B. In-app Privacy Settings

Beyond system-level permissions, most mobile applications
offer in-app privacy settings that enable users to control how
their personal data is processed within the application. Unlike
system permissions, which regulate access to a fixed and
predefined set of permission types, in-app privacy settings are
designed around an app’s specific data practices and functional
features. As a result, in-app privacy settings often provide
more fine-grained and app-specific controls that reflect the
app’s unique functionality. For example, smart home IoT
applications commonly allow users to configure whether data
collected by in-home devices (e.g., security cameras, micro-
phones, or motion sensors) are continuously recorded or only
triggered by specific events, or whether such data are stored
locally on the device or uploaded to cloud servers. In addition,
in-app privacy settings may also provide data-usage controls
that are not available in system settings, e.g., whether user data
can be shared with third parties, used for targeted advertising,
or used for analytics and personalization purposes. However,
previous work has demonstrated the difficulties users face in
manually configuring their privacy settings in apps, especially
for hidden settings [10], [13], [19], [22]. For example, Chen et
al. [13] found that nearly half of the examined privacy settings
were hidden from direct user access, and 42.83% of these
hidden settings were missed by at least one participant during
user studies. This finding shows the difficulty and effort
required for users to locate and configure each app’s settings.

III. SECURITY MODEL

Our approach aims to improve the ability of individual users
to manage their data privacy, in the context of smart-home
devices and applications. We assume that the user has all the
necessary apps installed on their smartphone, and that the apps
(collectively, and with the OS) include all the settings neces-
sary for the user to express their preferences for data collection
and use. Furthermore, we assume that the apps, smartphone
OS, and back-end systems (such as cloud platforms operated
by vendors of the phone, apps, and IoT devices) are honest
in honoring the user’s settings. Finally, we assume that the
smartphone, IoT devices, and cloud systems, are all secure
against compromise by any adversary. Thus, from the point of
view of privacy and security, our work is focused on enhancing
the usability of data-privacy management. Other methods, out
of scope, are needed to assure the security of the software and
hardware involved, and to enforce data-privacy settings. We
focus on honest apps that are willing to adopt and follow our
proposed mechanism. However, our framework cannot prevent
malicious apps that ignore user privacy preferences. 1

IV. SYSTEM DESIGN
A. Overview

Figure 1 shows the overview of our designed framework. We
assume that users hope to control their data on mobile phones
but are unwilling to manually configure privacy settings for
each individual app. First, a user creates a privacy profile,
which includes the user profile id and creation time. The
privacy profile will be stored in OS-protected storage to protect
its integrity. The user specifies their privacy preferences in
the profile, such as whether they want each type of data
to be collected, shared, or analyzed. Users can update their
privacy profiles at any time. Second, the privacy profile is
written in JSON format and stored in OS-protected storage
to maintain its integrity, while also allowing other apps to
access it. Later, when an app is installed, it asks the user for
consent to access the privacy profile (but cannot edit it) and
configures its own settings automatically. Apps periodically
re-read the file and update their internal settings to match
any changes in the profile. If the user allows apps to collect
certain data from the smartphone’s OS or sensors, the app still
needs to request permission from the mobile OS to access such
data, as PRIVACYPROFILE complements rather than replaces
the underlying permission system by specifying how the data
should be handled after access is granted. Following such a
framework, the user needs only to set their privacy profile in
one place; thereafter, all apps will follow the preferences. The
privacy profile doesn’t store any user data but only specifies
the rules to access user data. As a result, the PRIVACYPROFILE

mechanism doesn’t introduce additional risks of direct user
data leakage. After obtaining users’ privacy preferences, apps
still need to request system-level permissions and user ap-
proval to access specific data types. Overall, PRIVACYPROFILE

1Addressing such behavior would require OS-level support to tag and
control the flow of sensitive information within the app – and beyond, into
cloud services. Such methods are beyond the scope of this work.
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Figure 1: Overview of the framework.

can reduce the time and effort required for users to manage
privacy preferences.

B. PRIVACYPROFILE Creation
The PRIVACYPROFILE creation process is designed to be

simple for users while supporting flexible and fine-grained
specification of privacy preferences. Users can create their pri-
vacy profile through a PRIVACYPROFILE generator app, which
automatically creates a default profile that sets maximum
privacy. The PRIVACYPROFILE generator app presents high-
level privacy categories, e.g., data collection, data sharing,
tracking, analytics, and personalization, with human-readable
descriptions. PRIVACYPROFILE app will aggregate settings reg-
istered by each app on the phone, which are then organized
and presented to the user. When a new app is installed, it
registers its list of settings with PRIVACYPROFILE, which then
alerts the user to any new settings they need to review and
update their profile.

Users can specify their privacy profiles through two ap-
proaches in the PRIVACYPROFILE generator app. First, users
can easily create a profile using a predefined template, which
already includes a comprehensive list of privacy-relevant data
types and configuration preferences (more details in Sec-
tion IV-C). Users can directly edit it and select which data
they allow or disallow to be collected and shared with third
parties. Alternatively, we anticipate PRIVACYPROFILE enabling
users to express their desired preferences in natural language,
which is then processed by large language models (LLMs)
to automatically generate a list of privacy preferences. For
example, users can simply say, “I don’t want any of my contact
information to be shared with others.” The generator will
produce the corresponding rules, such as: “Name/Email/Phone
Number: collected: (empty), shared: deny”. Users can view,
approve or adjust the automatically generated preferences in
the PRIVACYPROFILE generator app.

PRIVACYPROFILE Update: Users can update their privacy
profiles at any time using the PRIVACYPROFILE app, which
displays the current configuration. Apps periodically re-read
the file and update their internal settings to match any changes
in the profile. Users can also choose to reset their profile,
which cleans all the existing privacy preferences.

C. PRIVACYPROFILE Storage
After users specify their choices, the PRIVACYPROFILE app

generates a structured and machine-readable privacy profile.

To enable portability and developer accessibility, PRIVACYPRO-
FILE adopts a JSON-based schema. At a high level, the profile
describes how an application is permitted to use a specific
type of data (after obtaining OS-level permission to access
that data, if necessary).

As shown in Listing 1, the top-level fields include the
schema version, the user profile ID (an identifier for the
profile), and the timestamps for creation and update. The pref-
erences include a dictionary that maps a key, which is a data
type, to a set of policy fields. For each key, PRIVACYPROFILE

encodes usage control policies such as:
• collect: whether an application is allowed to collect this

data type at all (e.g., “allow”, “deny”).
• share: whether the collected data may be shared

with third parties (e.g., “deny”, “first party only”,
“anonymized only”).

• tracking: whether tracking or cross-app profiling is per-
mitted.

• analytics level: the allowed granularity and upload be-
havior for analytics and telemetry.

• personalized ads: whether personalized advertisements
are allowed.

Listing 1: Example PrivacyProfile schema
{

"version": "1.0",
"profile_id": "user-1",
"created_at": "2025-01-10T12:34:56Z",
"updated_at": "2025-02-01T09:12:00Z",
"preferences":{

"pii.email":{
"collect":"deny",
"share":"deny",
"tracking":"deny",
"analytics":"minimal",
"ads":"off"

},
"pii.phone_number":{

"collect":"allow",
"share":"first_party_only",
"tracking":"deny",
"analytics":"minimal",
"ads":"off"

},
...
}

}

Importantly, the privacy profile itself doesn’t include any
personal information (e.g., email or phone number) but only



defines the rules for how apps process user data. This sep-
aration enables PRIVACYPROFILE to offer user-driven privacy
semantics while maintaining compatibility with existing mo-
bile platforms.

We anticipate PRIVACYPROFILE will include common pri-
vacy behaviors across mobile applications, as related to com-
mon data types: Personally identifiable information (PII) (e.g.,
name, email); Device identifiers (IMEI, MAC address); Behav-
ioral data (e.g., usage logs, interaction patterns); and sensitive
data categories (e.g., health data, location). In future work,
drawing on previous data schema [8], [20], [23], we will
generate a list of common data types and behaviors to use
as a template for the PRIVACYPROFILE app.

D. PRIVACYPROFILE Access Control

When users download and install a new app, it needs to
request access to the privacy profile. Users also need to manu-
ally approve the attempt, ensuring that no application can read
the profile without user awareness and protect the integrity of
PRIVACYPROFILE. New applications can also “subscribe” to the
privacy profile so that they can receive a message with a copy
of the privacy profile at first, and then whenever it changes.
In addition, PRIVACYPROFILE provides a schema for apps so
that they can “register” their settings with PRIVACYPROFILE,
some of which may be common and some of which may
be device-specific. Then, PRIVACYPROFILE extends its internal
schema to incorporate the settings from new apps, and alerts
(if necessary) the user to review and adjust the new settings.
After that, it also alerts other apps that depend on the same
settings.

After accessing the user’s privacy profile, the application
interprets the privacy preferences and compares them to the
data that the app requires. The unified fields, including data
collection, sharing, tracking, analytics, and advertising, allow
each app to systematically map each preference to its own
privacy settings. Then the app automatically configures its
privacy settings based on the privacy preferences in the profile.
For user-denied preferences, the app will automatically turn
them off, such as turning off the data sharing of certain data
or data tracking. For the data types that are provided by the
mobile OS, such as user location, which the privacy profile
allows an app to collect, the app needs to request permission
from the mobile system to access the specific data content.

V. DISCUSSION

Currently, the permission systems on mobile phones only
regulate whether an app can access specific user data, without
considering how applications will process, share, or track the
collected data after users approve the permission. Our pro-
posed framework advances the permission system by providing
a unified, user-controlled specification of data handling prefer-
ences that apps should enforce after obtaining permissions. It
allows users to globally set up “how an app will handle the
data if allowing accessing it”, which is a higher-level and
user-driven policy that complements the current permission
system.

In our preliminary analysis, we manually analyzed 20
popular apps from Google Play, in which we identified 52
privacy-related preferences in app settings. This indicates that
users need to manually open and configure an average of 2.6
privacy settings per app. Moreover, prior work [13] shows
that many apps place their privacy options at a deep location,
further increasing the time and effort required to locate and
adjust these privacy settings. In contrast, with the help of
our proposed PRIVACYPROFILE, users only need to configure
their privacy profiles once and apps will automatically apply
the privacy preferences to their internal settings, significantly
reducing the time and effort required for users to configure
multiple apps.

Compared with general mobile apps, IoT apps have spe-
cific challenges, such as heterogeneous device capabilities,
continuous sensor data, multi-user environments, device au-
tonomy, and context-dependent data collection. In addition,
privacy-relevant configurations can differ substantially across
applications and devices in IoT ecosystems. Such challenges
motivate additional design considerations in PRIVACYPROFILE,
which requires more flexible and fine-grained mechanisms to
support consistent privacy control across diverse IoT devices
and usage scenarios.

In the future, we plan to develop a user-friendly app
that integrates our proposed mechanism and enables users to
easily create, update, and manage their PRIVACYPROFILE. We
also plan to conduct a comprehensive user study to evaluate
whether the system aligns with users’ expectations and to
identify any scenarios that may have been overlooked, such
as dishonest apps or developers who are unwilling to adopt
our proposed mechanism. In addition, we aim to collaborate
with mobile app developers to assess the feasibility of inte-
grating our proposed mechanisms into real-world development
workflows.

VI. RELATED WORK

Prior work on privacy control explores how users can
explicitly express and enforce their privacy preferences across
systems and platforms. Several works focus on privacy pro-
file–based approaches, where users define reusable privacy
preferences that can be automatically enforced, such as the
Platform for Privacy Preferences (P3P) [3], [14], [18] which
introduced machine-readable privacy preferences that enable
users to specify their choices once and apply them across
services. Subsequent research further investigates data-centric,
attribute-based, and purpose-based privacy profiles to regulate
access to IoT data and services [7], [9], [15]. Building on
these ideas, PRIPRO [11] adopts profile-based designs in
mobile and smart environments, which enables users to prede-
fine context-aware privacy profiles that are enforced through
system-level permission control. Other works extend privacy
control to shared and multi-user settings by incorporating both
individual and group privacy preferences [5], [12]. Finally,
from a platform and regulatory perspective, privacy control is
studied as a policy instrument that balances data integration
and privacy costs through standardized or portable privacy



preferences [24]. Complementary work further highlights prac-
tical challenges of enforcing privacy control in smart home and
IoT environments, including highly variable device behaviors,
context-dependent data sharing needs, and everyday misuse by
household members [16], [17], [21].

VII. CONCLUSION

In this paper, we argue that existing mobile permission
systems are insufficient to capture users’ expectations about
how their data should be handled after access is granted.
We position the PRIVACYPROFILE as a complementary and
user-driven framework that enables users to specify high-level
privacy preferences once and apply them consistently across
apps. We don’t aim to replace the current mobile permission
systems or enforce compliance against malicious apps. Our
approach focuses on reducing configuration burdens and en-
sures the ubiquitous and automated user privacy configuration,
which allows users to globally set up “how an app will handle
the data if accessing it”. We hope this position encourages
further research and standardized, automated, and user-centric
privacy configurations across mobile and IoT ecosystems. For
future work, we plan to conduct a comprehensive user study
to evaluate whether the system aligns with users’ expectations.
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